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1.0	PURPOSE

The purpose of this Information Security Policy is to define the governance framework and control principles implemented by Phase-X Consulting Ltd to protect company and customer information assets.

This policy forms part of the organisation’s Information Security Management System (ISMS), aligned to ISO 27001:2022.

2.0	APPLICATION

This policy applies to all employees, contractors and third parties acting on behalf of Phase-X Consulting Ltd.

It applies to all company-owned devices, cloud systems, networks and client environments accessed in the course of business operations.

3.0	REFERENCES
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Management will put in place an information security policy statement appropriate to the needs of the organization and its customers, which includes a commitment to continual improvement.  The statement will be reviewed for continuing suitability and will be communicated, understood and implemented throughout the organization.
Policy Statement

The purpose of this information security policy is to provide requirements and controls for the protection of the Company’s information resources, including networks, software applications, hardware and the information stored on those resources.

The aim of the information security policy is to preserve - 

· Confidentiality: information is not made available or disclosed to unauthorised individuals, entities or processes.

· Integrity: the accuracy and completeness of information is safeguarded.

· Availability: information is accessible and usable upon demand by an authorised entity.

· Operational Security Controls: Phase-X Consulting Ltd operates a cloud-first security model supported by the following controls:
· Identity and access managed through Microsoft Entra ID with multi-factor authentication enforced.
· Company devices managed via Microsoft Intune with full disk encryption enabled.
· Consultants operate within client-controlled systems, minimising local data storage.
· Core services hosted within Microsoft Azure.

The Information Security Management System is being implemented and maintained in alignment with ISO 27001:2022 and is used to identify, assess and control information security risks. The overall objective is to continually improve the information security controls within the Company. The framework for establishing information security objectives will be the management review meetings.

The information security statement includes a commitment to satisfy applicable requirements related to information security.

Whilst Senior Management retain overall responsibility for information security, all employees are responsible for ensuring that best practice is implemented at all times and for complying with the requirements of the Information Security Management System.

[image: ]This policy is reviewed at least annually, or following significant organisational or regulatory changes, to ensure continued suitability and effectiveness.

	
Signed..............................................................		Date....02/02/2026............................................  

Director & Compliance Manager
Phase-X Consulting Ltd
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